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1.Introduction

In the field of cybersecurity, the risk of cyberattacks IS a reality that Is
Increasingly present In the business world and In the public at large . These
attacks can not only jeopardize the security of data and confidential
Information  of the SME, but can also affect Iits image and reputation ,as well
as generate significant economic losses . Moreover, with the acceleration of
digitization In all sectors, exposure to these types of threats has also increased .
Therefore, 1t Is iImperative that SMEs and freelancers are prepared to deal
with these attacks and have adequate cybersecurity measures and tools In
place to minimize risks.

According to the Cybersecurity Balance 2022 |REF-01] published by the
National Cybersecurity Institute (INCIBE), queries from companies mainly
originate from phishing, smishing or extortion techniques (20.8%), CEO fraud
or Business Email Compromise, BEC (153%) and employee awareness and
good cybersecurity practices (125%). It 1s worth noting that, In 2022, INCIBE
managed a total of 118820 Incidents , an Increase of 8.8% compared to 2021
Several reasons may have Influenced this , such as the Increased degree of
digitalization In the country Dby Dboth citizens and companies, which has
generated a higher number of cyber Incidents, and the Russia-Ukraine conflict,

which has allowed cybercriminals to perpetrate more cybercrime [REF-02].
According to S21sec, Spain ranks seventh In the ranking of the countries most
cyberattacked by ransomware In 2022 [REF-03]. As the DESI 2022 result
iIndicates [REF-04] although Spain I1s not the country with the highest degree
of digitalization, 1t 1s In the top 10 countries that have recelived the most
ransomware attacks this year. It Is therefore essential that citizens, companies,

public administration and trainers give cybersecurity the 1mportance It
deserves, since suffering an attack of this type can have serious conseguences
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The objectives of this monograph are to provide SMEs and freelancers with a
clear and concise overview of the main risks and threats In the field of
cybersecurity, as well as to offer quidelines and practical advice to reduce
risks and protect their data and information . It focuses on the current situation
of cybersecurity In the business environment and Is aimed at those companies
that do not have sufficient resources In cybersecurity or have Ilimited
knowledge In this area. It will address topics such as data protection, the most
common threats, the Importance of awareness and good practices , as well
as the description of accessible and more effective cybersecurity tools and
technologies for SMEs and freelancers to protect themselves from risks and

threats .
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2. Cybersecurity
awareness

Now, and Increasingly so, it Is essential to raise awareness of the Importance
of cybersecurity among all users. Cybersecurity Is not something that should
only concern large companies, but all types of businesses ,large or small . For
all businesses It should be crucial to protect the personal data of the company,
customers and suppliers, avoid financial losses, secure the reputation of the
business while complying with regulations . No one Is completely safe from a
cyber attack, however, different measures can be Implemented to minimize
the risks as much as possible . For example, well-known Institutions and
companies [REF-05] such as the Spanish Public Employment Service (SEPE)
have suffered attacks, paralyzing the entire computer system and,
consequently, causing delays In managing appointments and delaying
unemployment  benefit payments . The Spanish home delivery company, Glovo,
also suffered a cybersecurity attack, In which they were able to access
customer and delivery drivers’ account data . Similarly, cybercriminals gained
access to sensitive data of the chain's customers . All this led to reputational
damage for these companies, which may also seriously affect their revenues
More recently, Iin March 2023, the Hospital Clinic de Barcelona suffered a
ransomware cyberattack In which patient and employee data was stolen and a
ransom was demanded In exchange for not publishing the data [REF-06].
Currently the Catalan Data Protection Authority (Autoritat Catalana de
Protecci0 de Dades (Apdcat ) has initiated a preliminary Investigation In order
to determine whether appropriate  measures have been Implemented to
safeguard the security of the data they held [REF-07].
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The process of raising awareness of cybersecurity IS something

that can begin
by taking a number of actions ,such as those listed below

Educate and train SME employees so that they are aware of the
most common risks and how to avoid them .

Establish clearly established cybersecurity policies

and
communicate them effectively and regularly .

Exchange information with other agencies and associations to

prevent the most common or most recent attacks . This Is also very

Important, as there are constantly new and Increasingly
threats .
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Ingenious

Report risks with real cases to illustrate the consequences

of lack of
cybersecurity awareness and knowledge
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