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1. Introduction

The digital revolution implemented in recent years in all areas of society and t
economy has meant that citize

reality and opportunities offereo

ne
NS and companies have had to adapt to the

oy the technological improvements developed.

The situation resulting from the COVID-19 pandemic has accelerated this
transformation, forcing the conversion of all areas to a 100% digital society. This

orocess has revealed the existing digital divide faced by citizens and companies,
NiIghlighting the points to continue working on iNn Spain in order to evolve ano

offer quality public services and economic activity in line with the new trends.

The digital transformation is a reality and digital skills are
pecoming a basic and necessary tool to strengthen the

business fabric through talented professionals with skills
sulted to the new demands of the labour market.

As such, the use of technology helps and offers tools that make it possible to
identify the level of digital maturity (of companies and workers) and serve as 3

basis for the definition of training plans and specific actions that help to
iNncrease and improve their skills, becoming a primary objective for SMEs.
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The importance of digital competences has been recognised both at national
and European level, where they are working on the development of reference
frameworks for the development of digital competence of citizens in Europe,
such as DigComp "Digital Competence: |dentification and European-wide
validation of its key components for all levels of learners" and DigComp at Work,
as well as other more sectoral frameworks: DigcompEdu (education sector),
GCGreenComp (sustainability). In terms of digital competence frameworks at
national level, the Common Framework for Digital Competence in Teaching
carried out by the National Institute of Educational Technologies and Teacher
Training (INTEF) focuses on the diagnosis and improvement of teachers' digital
competences [REF-1]. There is also the Digital Skills Framework for Public
Employees by the National Institute of Public Administration (INAP), an
autonomous body attached to the Ministry of Finance and Public

Administration whose aim iIs to promote the digital skills of the country's civil
servants [REF-2].

As such, in Spain, in line with Europe, the National Digital Skills Plan was created,
With the aim of developing the digital skills and abilities of both workers and
citizens as a whole.

According to the Digital Economy and Society Index (DESI) Report 2022, Spain
occuples an advanced position in the Digital Economy and Society (7th out of
27 member states); however, there Is still some way to go In terms of certain
results:

« Almost half of the Spanish population lacks basic digital skills.

 Spain ranks Tlith In relation to the integration of digital technologies by
enterprises.
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To meet this challenge, Spain owns Digital Spain 2025, now updated to Digital
Spain 2026 (Axis 09) and the Recovery, Transformation and Resilience Plan-PRTR
([components 13 and 19). Both plans propose a series of ambitious measures and

actions to make progress In this area, Including the SME Digitalisation Plan
2021-2025, and measures aimed at strengthening the skills of workers in the

National Digital Skills Plan, to whose objectives the development

of this project

Will contribute (in turn framed in component 11 of the PRTR). On the other hand,
within Digital Spain 2026, reference is made to the implementation of the

Digitalizate+ training platform, managed by FUNDAE and focused on the
orofessional and personal development of workers and SMEs [REF-3].

N fact, according to a RAND Europe study commissioned by Salesforce, 56% of

—Uropean SMEs have problems finding technological talent and,

therefore, do

not have sufficient digital skills [REF-4]. According to the study, this is because

the demand for tech talent is outstripping the currently scarce su
emerging technologies reguire more digital skills. In addition, t

oply, because

ne high costs

and disorganised approaches of traditional education increase barriers to
learning. In addition, access to digital infrastructure and skills Is [imited by the

SOClIO-economic situation.

O
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2.Digital competence

pyrne

and maturity

Context

According to the Spanish Education System Portal (educagob), digital
competence (DC) Is "that which involves the creative, critical and safe use of
iINnformation and communication technologies to achieve objectives related to
work, employabillity, learning, use of free time, inclusion and participation N

soclety" |REF-5].

N addition, the same portal details the reguirements to be met in order to have

C

C

igital competence and the attitudes and values reguired for the acquisition of
|gital competence as shown below:

Knowledge related to:

Basic textual language. £ 1 Knowledge of the main computer applications.

Basic numeric language. "s Access to sources and processing of information.

Basic icon language. mr Knowledge of rights and freedoms in the digital world for

Basic visual language. users.

Basic graphic language.

Basic sound language.

Decoding and transfer guidelines.
Access to information.

Processing and use for communication.
Content creation.

Security and problem resolution.

R+ BRNEFE AL 2 Cuag B

Ability of making regular use of available technological resources to solve real problems.

l Evaluate and select new sources of information and technological innovations.

Attitudes and values required for the acquisition of this competence:

aﬁ Active, critical and realistic attitude towards technologies and technological media (considering their strengths and weaknesses) and respecting
ethical principles in their use.

& Participation.
'ﬂ' Collaborative work.
ﬂﬁ' Motivation.

gﬂ Curiosity for learning and improvement in the use of technologies.
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Alongside the concept of digital competence related to the individual or SME
employee, there Is the concept of digital maturity, which Is related to the
organisation itself. It i1s a rather broad concept, with numerous definitions and
approaches. However, the starting point of the concept itself Is guite clear:
digital transformation.

oday, all organisations are involved (directly or indirectly) in the process of
digital transformation. However, depending on the sector, activity or size, the
Impact it has on business Is different.

Therefore, it must be clear that the digital transformation of companies Is 3
orocess by which organisations transform and create new business models
Dased on the use of digital technologies..

Some of the transformative technologies:

— Mobile Mot just as a device, but for what It means to use mobile devices to get
% closer to customers and other business stakeholders.
L

& Social Media As a channel of communication and information gathering
Collaboration Tools To facilitate the management and exchange of information between people within
FD the organisation and extermal parties such as customers, suppliers and public
U‘ I..ﬂ administration. To streamline processas and often automate them.
& Data Analytics Tools that help organisations to be more efficient, to put effort and
(I resources where it makes the most sense, through the collection of
information spurces, processing and exploitation in graphical form and
readable intelligence, being able to offer recommendations automatically.
Cloud - : o o -
Beyond storage, computing or processing capacity, it is a key technology in
the digital transformation from the moment we centralise many things;
write once and have multiple accesses.
Big Data Apart from capturing data, we can transform it. We are able to use this
data to give us relevant information and, from there, to make decisions.
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SR —————

@ Cybersecurity Cybersecurity provides a secure environment in which the integrity and
privacy of data is respected, as well as protection from malicious attacks or
infiltration.

= Internet of things The Internet of Things is the space of connection between humans,

ﬁ (IOT) machines and objects. |t is not just about sensors; it allows you to know the
context and understand aspects such as location, time, weather or even
feelings.

£ Artificial Intelligence We are making machines learn a lot, and they learn in ways that establish
ﬂ:" (AI) patterns that allow them to increase their "humanness”. These represent

the broadest spectrum of technologies needed for successful digital
transformation.

0 : :
::* “'L Virtual Reality (VR) and New experiences of work and interaction between people and work
1% Augmented Reality (AR) environments. Training, information, and even the imagination comes

..."' — Additive manufacturing The new paradigm of manufacturing parts and all kinds of components in
" (3D) small or individual series, and new horizons in many other sectors, such as

the construction industry.

The definition and implementation of a self-diagnosis system will allow company managers to know

the situation of their organisation, measure its current state in order to be able to act accordingly
and make progress in digitisation. e ﬁj
Digcomp 2.2. Digital skills for citizenship

N order for companies to reach an optimal level of digital maturity, 1t i1s not
enough to simply incorporate technologies, but employees need to know how
to make good use of them, which Is why the acqguisition of digital skills is
essential. The BEuropean e-skills framework for citizenship is presented below:

Digital skills and competences

The areas and competences covered by the DigComp are:

@

2. COMMUNICATION 3. DIGITAL CONTENT 4. SECURITY
AND CREATION
COLLABORATION

1.1 Mawvigating, s=earching 2.1 Interacting through 3.1 Digital content 4.1 Device protection 5.1 Technical problem
and filtering data, digital technaologies development _ solving
information and digital | B _ 4.2 F'r-:-te-:l:l_-:-n of personal N |
content 2.2 Sharing throuwgh digital 3.2 Integration and data and privacy 5.2 ldentiiying technical

technologies reworking of digital _ needs and responses
1.2 Evaluate data, _ N content 43 FmtE':t"_:'n of health _ o
information and digital EI-.IE Eng:gdl.n.g EIIIIII-EF'IE e N d and well-being E.E:relatl'-..re use of digital

through digita 3 Copyright an _ technologies
FomeEnt technologies licenszing +.4 !:l":'tE':t":'n af the o o _
1.3 Managing dats, environment 5.4 ldentriyving digital skills

2.4 Callsboration through 2.4 Programming gaps

information and digital

cantent digital technalogies

2.5 0Online behaviour

2.6 Dagital ldentity
Management
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Development levels

The assessment will position each of the workers at one of the eight competence levels defined by
the European Framework of Digital Competences for Citizenship. Each level can be characterised as
follows, taking into account the skills and knowledge assumed at each level according to the

European Framework of Digital Competences for Citizenship:

They begin to perform simple
tasks using digital tools, but
with assistance in any Case.
They need to start absorbing
and remembering new
xnowledge.

Initiation Levels

Willingness to learn
simple tasks,
remember

A Basic

They begin to perform simple
tasks using digital tools with
occasional assistance. They
need encouragement,
perspective and inspiration to
develop their competences.

Exploration  Principiants

Autonomy and
occasional support
for simple tasks

Begin to understand and

apply digital practices
Understanding Integrators  themselves to well-defined,

routine tasks and relatively
B simple problems.

Resolution,
familiarisation

Intermedia |
te They are aware of different

digital resources to solve

their neads in non-routine
tasks and understand how

and when to apply each one
of them

Comprehension Inguirers Research,

Curiosity for
the new

S U e

They know the resources
needed to deal with any task
and problem. They are
responsible for assisting other

colleagues in their digital

practices. Mastery, peer
assistance

Application Experts

C
Advanced
They have a wide repertoire
of flexible digital strategies,
enabling them to assess the
cituation with awareness and
adapt to other complex Adaptation,

contexts. evaluation

Flexibility Leaders

They question the

appropriateness of digital
LEEI-l:l-E-rSh'Ip Strategists !:nra EtiI:E.S.. they are proactive

In creating new ones. They

are a point of reference for
D other colleagues

Highly

specialized

Reflection,
Renovation

They come up with new ideas
and processes in the sector
and integrate them into their
organisations.

Innovation Innovators
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Why are digital skills important for SMEs?

Digital skills in SMEs are fundamental to continue to grow and evolve their
obusiness. Especially at the beginning, task automation allows companies to
allocate thelir resources to higher value tasks, saving costs and time.

N this respect, four main dimensions of each user's digital competence
applicable to SMEs are identified. On the one hand, there is the user's
knowledge of the possibilities that exist to digitally transform a business. On the
other hand, there is the skill dimension, i.e. having the necessary digital skills to
apply the new measures. This IS where the use dimension comes In, applying
the knowledge and skills and bringing them to the real world. Finally, there Is
the attitude dimension, which identifies the user's predisposition to employ
certain actions aimed at the digitisation of the business and the digital
transformation of the SM

DIMENSIONS OF COMPETENCE EXAMPLES OF OBSERVABLE BEHAVIOUR
% Knowledge | know that there are tools to perform my tasks in an
agile way”
% Skill “I am able to create a slideshow presentation”
[(-” /0 ofe .
ﬂT’J Use | use mailing lists to keep colleagues or managers

Q‘ informed”

@@@ Attitude “I believe that digital tools can be very useful for
- everyday work”
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This approach will allow an SME to identify where the “gaps’ in the digital
competence of each employee are, so that appropriate measures can e put in
olace. For example, it will identity If an employee Is interested In digital
competence but does not show a high level of knowledge or, for example, If

he/she already uses certain digital competence tools, but lacks the skills or
apility to use these tools correctly.

This multidimensional approach will allow the exploitation of data and the

analysis of information, as well as the drawing of conclusions on the different
types of competence adoption.

The definition and implementation of a self-diagnosis system will allow
company managers to know the situation of their organisation, to measure Its

current state Iin order to be able to act accordingly and to advance In
digitalisation.
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3. Ah SME model and
Iits benefits

N this sense, In order to carry out the digital transformation process of an SME,
It IS Nnot essential to wait for the employees themselves to have sufficient digital
skills, as there are alternatives that accompany SMEs In this process. Within the
framework of the SME Digitalisation Plan 2021-2025, there are many initiatives
such as the SME Digital Transformation Expert Training or the Agents of
Change Programme [REF-6]. While employees are acquiring skills and abpillities,
SMEs themselves can apply to participate In this programme, which aims to

subsidise the costs of incorporating a digital transformation professional up to a
Mmaximum of €20,000 per company/agent/year [REF-7].

The BEuropean e-skills framework for citizenship, and the benefits it brings to the
INndividual In particular, have been presented apove. However, It Is worth noting
that e-skills and their benefits can be specifically grounded by considering a

global approach towards SMEs. Specifically, there are several skills that bring
different benefits to SMEs as outlined below:
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) Digital overview

Abllity 1o understand the keys and (senerates securlty during change and uncertainty.
trends of the digital Increases the speed of response to changes in market
ohenomenon, Identify Ifs demand.

Influence and Incorporate It Info Motivates the organisation 1o achieve cbjectives.

the organisafion's strategy. Opens business opportunities and new sources of

INncome.

‘.. Digital innovation

Abllity o Infegrate  different Creates value-added experiences for customers.
methodologles, technigues and Drives creativity and confinuous improvement.

subbjects through knowledge and Offers greater infultion to better sclve any problem.
Jnderstanding of different Allows differentiation from the competifion through a
technologies. maore Inspirnng work environment.

- Learning capacity

Abllity  to  leam autonocmaously Keeps the organisaftion up-to-date and competitive in
through cligital tools and the marketplace.

collaborative leaming strengthens the brands reputation In a competitive

communities 1o Qqacquire new market.

knowledge and skills. Helps the company to develop new products and
senVICES.

Facilifates  Informaftion exchange and  ulfimately
Innovation..

=0 Information management

Abllity 1o effectively access dall Frovides business infelligence and competitive analysis.
information QN content Increqases informartion flow and process efficiency.

available on the network. Improves the localisation, sharing and reuse of data.
Real-fime business control.
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siECibersecunty

it shows precise technological
knowledge and skills to detect,

analyse and solve  securty
vulnerabilities in digital devices
and envirocnments, where cyber-

attack orevention and
contingency olans are
established.

“#= Digital communication

Frotection of own and customer informafion o
porepadre against exrernal attacks that lead 1o data loss.

Knowledge of the nsks to which one 15 exposed and
strengthening of weak points.
Increased efficiency of the company, having full

control of what happens with the data and processing
them in an infegrated way.
Increases the credibility and improves the image of the

SME.

Abllity To make opfimal use of the
NEW cligital communication

channels and environments
availlable in a corporate and/or
orofessional environment.

% Collaboration in Red

Improves customer and infernal communication.
enerates market and customer knowledge.

Increases infernal efficiency and productivity.
Favours positioning and brand building.

Abillity  to  collaborate  anc
cooperate effectively I8

delocalised, multi-project, hyper-
connected and asynchronous
envircnments, demonstrating

agreat capacity to  establish
working  relationships  In any
cultural and social envircnment.

.- Digital Leadership

Improves the efficiency of processes.

Fromotes informal leaming among memizers of the
organisation.

Improves the sense of belonging and alignment o
strategic objectives.

sharng of Information and gredater inferaction
between employees.

Abillity 1o take on the role of
leqader of a group of people or
work feam 1o quide the dgital
transtormation DroOCEes558s of
organisations by being a redl

criver of change.

Increases productivity and improves competifivensass in
the market.

Improves the intfegration of work tfeams.
It favours the optimisation of rescurces and the skills of
professicnals.

Improves performance and makes the SME more
efficient.
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4. How to m

easure the

digital skills of your

employees and the

E?

digital maturity of vour
S_h? yory

To measure competences, two different ty

nes of tests should be carried out to

ensure the reliability of the assessment results.

1. Self-assessment (SELF ASSESSMENT)

Questionnaire based on a Likert scale that collects the employee's own vision of
their positioning Iin the levels of each digital competence of the conceptua

framework defined by the SME itself.

'ts purpose Is to encourage employees' self-knowledge about their level of use,
kKnowledge, skills and degree of interest in the defined digital competences. The
test will also allow employees to familiarise themselves with the tool they will

Jse In the assessment.
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2. Evaluation of digital competences

Questionnaire with different types of theoretical questions and practical
exercises (scenario mode) of situations Iinvolving the use of digital tools. It

situates the employee in his/her current level of digital competence of the
competence framework established in the SM

't aims to objectively measure the degree of competence development.
Knowledge and skills can be measured in the same guestionnaire.

O assess knowledge, users will answer different types of questions (multiple
choice, single choice, V/f...).

 TO assess ability or skill, practical exercises reflecting situations they may
encounter in their day-to-day life.

This combination avolds mismatches pbetween what users think about their

level (self-assessment) and what they know and are able to do (assessment of
digital competences).

Below 1S an example of the employee journey on an assessment platform to
carry out the complete assessment process.

X

Start
Access the landing page Access the tool

Evaluation objective * Throughemailg
Realization instructions  Throughthe link

Access the evaluation type Complete the type of evaluation
« Selfevaluation test « Selfevaluation test (15 minutes)
« Evaluation test « Evaluation test (45- 60 minutes)
- Receive access to recommended training Receive a visual report of results
CcCourses
Finish 6 e

« Content for digital capture

« Quantitative and qualitative results for every test
« Training pathways

indicating its level of competence
« Receive downloadable reports
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N addition, there are several free-to-use tools that can e used to carry out self-
assessment. The European Commission has its own MyDigiSkills tool |REF-8]
and another test that covers the domains of Information and data literacy,
digital communication and collaboration, digital content creation or security
aspects and can be incorporated into the Europass profile [REF-9]. At regional
level and based on DigComp, the Government of Navarre and the Basque
Government have developed the self-diagnostic tools Testlink Navarra [REF-10]

and |kanos Test [REF-11], respectively.

On the other hand, there are more ways to measure one's own or employees

digital competences. One of these alternatives may pbe to gamify the self-testing
application.
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Why gamify the self-testing application?

To ensure the success of self-diagnosis in an SME we aim to improve the
experience and increase user motivation and satisfaction. By adding that layer of
gamification we can get users to perform a task for the pleasure of doing it, with
the added value of achieving personal satisfaction at the end of the process.

By IMmproving the experience of users when interacting with the tool, we will
INCcrease their commitment to the process, avold abandonment during the task,
INcrease their involvement, thus preventing them from responding randomly
and achieving answers that are more In line with their reality. This ultimately

translates into an increase in the quality of the data collected and in the
satisfaction of the people who participate

Digcomp Example:

ol
/78

NS/

NI
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5. Conclusions

After the evidence of the existing digital divide of citizens and enterprises, the
need to improve the digital skills of society has become evident. As a result,
oublic administrations, both at European and national level, are promoting
different initiatives and developing different frameworks for the development of
digital skills.

Today there are different ways to continue acquiring digital skills and many
organisations are already doing so through the use of transtormative
technologies such as soclal networks, collapboration tools, cloud, cybersecurity,
loT, Artificial Intelligence, etc.

Specifically, for SMEs, the development of digital skills brings various benefits
such as increased responsiveness of the SME to changes in market demanad;
greater digital efficiency and productivity thanks to the ability of digital
communication; or better total control over what happens with data and
orocessing them in an integrated way thanks to cybersecurity competence.

N that sense, It _is essential to know the degree of digital skills of all the
employees that make up an SME, for which there are different digital skills (self-
Jassessment tools. In fact, there are different ways to increase the motivation of
employees and the experience of this process, for example, by gamiftying the
self-diagnosis application.

T SMEs want to move forward with their digitalisation process in order to be
ready for the demands of the market, employees belonging to these SMEs
Must have sufficient digital skills. Nowadays it Iis very easy to acqguire these skills
through different means and thus e able to have a flexible organisation that is
orepared for disruptive changes such as the Covid-19 crisis and all that it has

Mmeant for businesses.
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