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lntroduction

To have information is to have power, since In Most cases, companies need this data for
the normal operation of their business. Nowadays, the use of new technologies, tfed by

data, Is so common that almost all companies have become accustomed to Its dally ¢
use, and It 1s seen as something normal. In this scenario, data privacy protection Is a key
challenge in the day-to-day running of comipanies. o

We do not want to imagine the scenario of the loss or leakage of our business
iINnformation or data or that this information is illicitly extracted from our servers, but
these are risks that companies can run and would entall large losses, and, in the case of
oersonal data, it would mean a violation of the regulation. In addition, considering the
awareness of the importance of data, it would also mean a great loss of reputation for
the company. Therefore, data protection is so Important. ¢

This highlights the great importance of data in today's companies. In this regard, the
volume of data managed by companies has increased by more than 500% in recent
vears, |REF-1] so we can get an idea of the growing importance of data.

On the other hand, although this volume of data is overwhelming, according to data
from the Dossier of indicators on the use of Big Data by companies in Spain ana
—Urope, developed by ONTSI, this is still very incipient. In this sense, only 11% of Spanish
companies used Big Data, however the trend I1s growing in recent years, iIncreasing by 2
opercentage points from 2016 to 2018. [REF-2]
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IN addition, according to INCIPY's Data Driven Business Maturity Study, only 36.1% of Spanish
companies report that they have a data culture deployed Iin their company. However, /8% of
companies claim to have accelerated their use of data due to the impact of the COVID-19

opandemic. [REF-3].

According to the dossier prepared by ONTSI 5% of companies use, as a source of information,
the geolocation of mobile devices, and the same percentage obtain data from social
networks. In addition, 4% of companies collect and analyse data obtained from their own

smart devices or sensors. [REF-2].

| =]

Considering the large volume of data managed by comipanies, another important aspect
would be to highlight the value of such data. In this regard, according to the report on the

iNfomediary sector for the year 2021, prepared by ASE

D

= (Asoclacion Multisectorial de Ia

INnformacion), the data market in Spain, In the year 2019, has a value of more than 2,500 million
€. [REF-4]. However, the value of data goes far beyond this, considering Its relevance when it
comes to Knowing customers, Improving advertising, estaplishing communication channels

with them, buillding customer loyalty, etc.

't may seem complicated to collect and manage personal data, but it Is found and generateo
IN many of the dally activities that SMEs perform: website activity (which users enter or
register), social media (Interactions with customers or potential customers), feedback on the

oroducts or services marketed by the SME (who leaves comments or reviews) or who
ourchases these products or services, among many other ways.

In short, data are essential for improving the competitiveness of SMEs, since,
with their correct analysis and exploitation, they generate opportunities for
optimizing business processes, support decision-making, costs optimization and
provide support in the control of business expenses.




A pyme
corerclo

What Is data protection?

Since the General Data Protection Regulation or GDPR became directly applicable in
Spain 1IN May 2018, data protection has pecome a recurring theme in the business
world, as all companies have had to adopt measures to protect personal data and thus
"avold" the heavy fines imposed by the new regulations while improving their brand

'mage.

N practice, the business world has been adapting unevenly. Although we do not
handle data from this 2021, the latest studies concluded that around 48% of Spanish

companies have not finished implementing the necessary measures to comply with
the GDPR, despite the fact that 69% of the EU population over 16 years of age has hearc
of the GDPR according to the survey of the European Union Agency for Fundamental

Rights "Your rights matter: data protection and privacy". [REF-5].

Data protection 1s a fundamental right (in fact, it 1s recognized as such, on the same
evel as the right to health, dignity, etc.) of all natural persons, which imposes on

companies ("Data Controllers") to comply with a series of obligations and principles in
order to protect the personal data of their customers/suppliers/employees ("data

subjects"’). In short, It Is a guarantee that this right Is respected and that the data Is used

only for what is necessary.

Proper privacy management will bring numerous benefits to commerces in the
medium and long term, such as improved reputation, better asset management,
greater competitiveness, less exposure to breaches and incidents and, above all,
a guarantee of regulatory compliance in order to avoid being fined and/or sued,

with the costs that this entails.

The circumstances of each processing operation will determine the requirements that
Mmust be met depending on the risk involved In each data processing operation.
Obviously, the greater the risk, the greater the precautions to be taken, and the greater
the penalty In the event of non-compliance. In this sense, a processing of suppliers'
contact data has a much lower risk than the risk resulting from processing MinNnors'

health data, for example.

Fondo Europeo de Desarrollo Regional

“"Una manera de hacer Europa”

* X x 5
YICEPRESIDEMNCIA * *
IMERA DEL GOBIERNO
BIERNO * x
ESPANA MINISTERIO : SECRETARIA DE ESTADO x *
DE ASUNTOS ECONOMICOS DE DIGITALIZACION ® > ' +
YT SFORMACION DIGITAL E INTELIGENCIA ARTIFICIAL ' * :

UNION EURQPEA




A pyme
corerclo

> Personal data

Personal data I1s any type of information that identifies or makes identifiable (makes it
possible to identity with the help of other data) a natural person [REF-0]

Personal data is of great importance for individuals and companies that reuse It. The
oropblem with this Is that its open publication or use for purposes other than those
originally intended can create threats to the privacy of the individuals themselves,
leading to penalties and reputational damage to the company.

All personal data are protected by the GDPR. This means that a -S
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